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Uber Technologies, Inc. 

ATTN: Law Enforcement Response Team 

1515 3rd Street 

San Francisco 

CA 

94158 

Uber utilizes a LE Portal for all legal process: Law Enforcement Portal: 
https://lert-uber.com To submit a request to the Uber Law Enforcement 
Response Team (LERT), law enforcement should create an account and 
submit the request through the Law Enforcement Portal at 
https://lert-uber.com. The Portal is a central place for law enforcement to 
communicate securely with our LERT Specialists when submitting 
preservation requests or legal process, getting status updates on responses to 
legal process, receiving responsive information, and asking questions. 
Preservation of Records: Upon receipt of a formal written request we will 
work to preserve records in connection with official criminal investigations 
for 90 days. Law enforcement may extend a preservation request, once, for an 
additional 90 days. We do not maintain preserved materials unless we receive 
an extension request or legal process. Legal Process Requirements: We will 
provide responsive records in accordance with our terms, policies, and 
applicable law. Some general principles are set forth here, but may not apply 
in every case. We require a subpoena issued in connection with an official 
criminal investigation to compel the disclosure of basic information. A search 
watrant issued under the procedures described in the Federal Rules of 
Criminal Procedure or equivalent state warrant procedures upon a showing of 
probable cause is required to compel our disclosure of certain communications 
between people using Uber or GPS location information. Exceptions to these 
requirements may be available for emergency and exigent requests, where a 
user has provided consent, or - for requests that do not require a warrant - 
where other legal or regulatory standards apply. Emergency and Exigent 
Requests: We have a process for evaluating requests on an emergency or 
exigent basis where there is an emergency or exigency that involves 
protecting a rider, driver-partner, or third party who has been physically 
harmed or stopping illegal activity that poses an immediate threat of physical 
harm, or in cases of verifiable time-sensitive investigations. Requestors must 
submit an Emergency Request through the Law Enforcement Portal at 
https://lert.uber.com. We require a description of the nature of the emergency 
or urgency, including details about the nature of the alleged actual or 
threatened physical harm or exigency, and we review these requests on a case- 
by-case basis. We may provide responsive information when we have a good 
faith belief that doing so may protect riders, driver-partners, others, Uber, or 
otherwise assist with an exigent investigation. Once the emergency or 
exigency has passed, we require law enforcement to follow up with the 
appropriate legal process and we may require law enforcement to obtain 
appropriate legal process for any initial or additional disclosure. To facilitate 


Last Updated 


our review, law enforcement should provide as much detail about the incident 
or emergency as possible. Form of Request: Authorized law enforcement 
using an official government domain may create an account and submit legal 
process to Uber through the Law Enforcement Portal at https://lert.uber.com. 
We accept courtesy copies through the Law Enforcement Portal as a 
convenience, but reserve all rights and objections, such as for lack of 
jurisdiction or improper service. Law enforcement should include in their 
request: « Clear grounds for the legal basis for the request; * Detailed specifics 
on the information sought. We will be unable to process overly broad or vague 
requests that do not identify the information sought with particularity; and « 
The name of the issuing authority, badge/ID number of the responsible agent 
or officer, an email address from a law-enforcement domain, and a direct 
contact number. 

FEB 2021 


Law Enforcement Portal Users 


Uber and its Law Enforcement Operations Team have recently made some important changes 
that will affect your legal process submission. 


Uber has moved its physical location, which means all subpoenas, court orders, and 
search warrants will need to reflect this change of address: 


Law Enforcement Response Team 
Uber Technologies, Inc. 

1515 3rd Street 

San Francisco, CA 94158 


The change is effective immediately. After 15 March 2021, legal process with any other 
address will be returned for corrective action. 


Effective December 1, 2020, Uber has acquired Postmates. All requests related to Postmates 
should be submitted through Uber’s Law Enforcement and Public Safety Portal at lert.uber.com. 
As applicable, please indicate within the body of your request that it relates to Postmates. 


Helpful Resources 


lert.uber.com- Law Enforcement and Public Safety Portal web address - please provide 
this to other law enforcement officers, law enforcement analysts, and prosecutors. 

Law Enforcement Guidelines - These guidelines provide an overview of the data 
collected and which legal process is required to obtain that data. 

Portal User Guide - This section provides step-by-step instructions on how to submit a 
request, set up an account, navigate your account, and access data. 

Postmates Acquisition Investor Announcement - Uber recently acquired Postmates - an 
on-demand delivery and pickup platform. Investigators can request Postmates data 
through Uber’s law enforcement portal. 

Uber Safety - This website provides details about all of Uber’s safety products and 
initiatives - some are campaigns while others are built right into the Uber app. 


Uber Unrecognized Charges (rides) and Uber Unrecognized Charges (eats) - If a complainant 


reports unauthorized/unrecognized charges from Uber on their bank or credit card statement(s), 
please send them the link to fill out the required information. Uber will investigate and reverse 
the charges if warranted, and Uber will also provide them information associated with the 
recognized charges (such as phone number, pick up/drop off locations, etc.). This information 
may be helpful for your investigation. 
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We provide the following operational guidelines for law enforcement Commercial Vv ‘ I Py 
‘2 —_ | | . ae 
officials seeking information from Uber Technologies, Inc., and its |< 
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subsidiaries. We may change these guidelines without notice. Law at @: 
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Guidelines for Law Enforcement Authorities - Outside the US. Private aS J 
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In some cases, law enforcement may find that a rider or Uber driver- 
partner who has filed a complaint can directly provide the best > <P 4 
evidence. We send a trip receipt by email immediately after each BL BY F 
trip. These receipts have detailed information about the trip 

including the date, time, pickup and drop off locations, route, 

distance, duration, fare breakdown, method of payment, and the Guidelines for Law 

names of the rider and driver-partner. Riders and driver-partners can Enforcement - United States 

access trip receipts and invoices for past rides in the Uber app or 

their online account. 


About Uber 


Uber is a technology company with a proprietary technology 
application (the “App”) that provides on-demand lead generation and 
related services. The App connects independent providers of 
transportation services with requests from riders requesting Gift Cards 

transportation services. Drivers provide transportation services to 

riders through a range of offerings based on vehicle type and/or the 

number of riders. The Company has expanded the App to enable the Intellectual Property Vv 
transport and delivery of food and packages. You can find up-to-date 
information about Uber's services in our Help Center and Newsroom. 


Deactivation Policy 


Policies Vv 


Business Records 


Other 
We store and maintain information as described in our Privacy 


Statements and Terms of Use. This includes information contained in 
trip receipts available to riders and driver-partners who use Uber. 
When riders sign up and use the service, certain information is 
obtained and maintained in the ordinary course of using the service. 
This may include a phone number, emai! address, name, account start 
and end date, registration IP address, status, rating, payment method, 
customer service communications, and photo. When driver-partners 
sign up to use Uber we may have additional information including, 
license plate numbers, vehicle information, address, a driver- 
partner's employer (if any), insurance information, agreements, 
certain communications between driver-partners and riders, and 
some GPS location data. 


Contacting Uber 
Law Enforcement Portal 


To submit a request to the Uber Law Enforcement Response Team 
(LERT), law enforcement should create an account and submit the 
request through the Law Enforcement Portal at https://lert.uber.com. 
The Portal is a central place for law enforcement to communicate 
securely with our LERT Specialists when submitting preservation 
requests or legal process, getting status updates on responses to 

legal process, receiving responsive information, and asking questions. 


Preservation of Records 


Upon receipt of a formal written request we will work to preserve 
records in connection with official criminal investigations for 90 
days. Law enforcement may extend a preservation request, once, for 
an additional 90 days. We do not maintain preserved materials 
unless we receive an extension request or legal process. 


Legal Process Requirements 


We will provide responsive records in accordance with our terms, 
policies, and applicable law. Some general principles are set forth 
here, but may not apply in every case. 


We require a subpoena issued in connection with an official criminal 
investigation to compe! the disclosure of basic information. A search 
warrant issued under the procedures described in the Federal Rules 
of Criminal Procedure or equivalent state warrant procedures upon a 
showing of probable cause is required to compel! our disclosure of 
certain communications between people using Uber or GPS location 
information. Exceptions to these requirements may be available for 
emergency and exigent requests, where a user has provided consent, 
or - for requests that do not require a warrant - where other legal or 
regulatory standards apply. 


Emergency and Exigent Requests 


We have a process for evaluating requests on an emergency or 
exigent basis where there is an emergency or exigency that involves 
protecting a rider, driver-partner, or third party who has been 
physically harmed or stopping illegal activity that poses an 
immediate threat of physical harm, or in cases of verifiable 
time-sensitive investigations. Requestors must submit an Emergency 
Request through the Law Enforcement Portal at https://lert.uber.com. 
We require a description of the nature of the emergency or urgency, 
including details about the nature of the alleged actual or threatened 
physical harm or exigency, and we review these requests on a 
case-by-case basis. We may provide responsive information when 
we have a good faith belief that doing so may protect riders, driver- 
partners, others, Uber, or otherwise assist with an exigent 
investigation. Once the emergency or exigency has passed, we 
require law enforcement to follow up with the appropriate legal 
process and we may require law enforcement to obtain appropriate 
legal process for any initial or additional disclosure. To facilitate our 
review, law enforcement should provide as much detail about the 
incident or emergency as possible. 


Form of Request 


Authorized law enforcement using an official government domain 
may create an account and submit legal process to Uber through the 
Law Enforcement Portal at https://lert.uber.com. We accept courtesy 
copies through the Law Enforcement Portal as a convenience, but 
reserve all rights and objections, such as for lack of jurisdiction or 
improper service. 


Law enforcement should include in their request: 
e Clear grounds for the legal basis for the request; 


e Detailed specifics on the information sought. We will be unable to 
process overly broad or vague requests that do not identify the 


information sought with particularity; and 


e The name of the issuing authority, badge/ID number of the 
responsible agent or officer, an email address from a 
law-enforcement domain, and a direct contact number for the 


responsible agent or officer. 


Notice of Requests 


Uber's policy is to notify riders and driver-partners of law 
enforcement requests for their information before disclosure, 
whenever possible, with exceptions for emergencies, exigent 
requests, when we have a good faith belief that notice would be 
counterproductive or would create a risk to safety, or when we are 
prohibited from doing so by law (i.e., by statutory prohibition or 
court order). Law enforcement officials seeking non-disclosure of 
legal requests should provide relevant details concerning their 
investigation so that we may determine whether the request falls 
into one of these exceptions. In all other circumstances, law 
enforcement must obtain a non-disclosure order. If Uber receives a 
request for disclosure that is not governed by existing law or an 
accompanying non-disclosure order, we will give law enforcement 
the opportunity to seek court-ordered non-disclosure before we 
provide notice. Please be sure that the non-disclosure order states 
that notice is prohibited for a specified period of time. Where 
available, Uber will take advantage of the statutory provisions of 18 
U.S.C. § 3511(b)(1)(A) to have non-disclosure requirements reviewed 
by a court. 


Uber is in Pittsburgh 
and 603 other cities worldwide 
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Countries Uber vs Driving Jobs 


San Francisco London Los Angeles Washington D.C. Mexico City Sao Paulo 
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Privacy 


Accessibility 


These items are not exhaustive but will give you an idea of what you can 
request for both riders and drivers. You can choose to utilize or omit any of 
the below as it relates to your investigation. 


For rider: 

Data to consider requesting: trips tickets*, payment information (current and 
historical), profile picture (not obligatory for rider), contact information (telephone 
and email - to include historical email accounts and phone numbers), linked accounts 
(by payment profile and by device), account creation IP address, and all telephone 
device manufacturers with IMEI/IMSI data (current and historical) associated to that 
account. 


For driver: 

Data to consider requesting: the identity of the driver (FName, LName, DOB, SSN, 
address), trip tickets, derogatory rider feedback, profile picture, banking information 
(current and historical), contact information (telephone and email - to include 
historical email accounts and phone numbers), driver's license (private and 
commercial), vehicle registration, insurance information, license plate numbers, 
account creation IP addtess, and all telephone devices manufacturer an IMEI/IMSI 
data (current and historical) associated to that account. 


* Trip tickets include: pick up/drop off locations and times, cursory route overview 
(map without GPS lat/long), fare amount, first name of driver and photograph 


Locating license plate numbers 
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Locating license plate numbers cont. 
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Your Trips 


Trip Details 


Upcoming 


When you tap 

on each individual 
trip - the trip ticket will 
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Be You rated Lalitkumar 


Receipt 


uberX Receipt 


Trip fare 


Subtotal 
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Locating trips from statements 


How to find trip information from CC/Bank statement 


Uber locally stores six and last four 
Example: 4147 20XX XXXX 4958 


01/26/18 JPUBER  *NOZCS HELP.UBER.COM CA mf 8.81 
REF# MSFW8QK7 ff HELP.UBERCOM 01/26/18 

01/2618 UBER  ‘*NOZCS HELP.UBER.COM CA 1.00 
REF# 7SYENOZW |} HELP.UBERCOM 01/26/18 

01/26/18 UBER  *AXNS7 HELP.UBER.COM CA 32.15 
REF# BU7K4BRO |} HELP.UBERCOM 01/26/18 

01/26/18 sa HELP.UBER.COM CA 


: = 6.43 
REF# KPZFOTPX HELP.UBER.COM 01/26/18 


UBER USER CONSENT FORM 


I, , am a driver-partner 
with [Uber Technologies, Inc./Uber B.V. as applicable]. The name, email, phone 
number, and license plate number associated with my account are listed below. | 
acknowledge my right to refuse to grant authority to any individual or law 
enforcement officer to have access to the information contained in my account, 
and hereby grant my consent to authorize the following law firm/agency/entity 

, to receive, review, copy, and otherwise 
obtain access to all information held by Uber relating to my account, including, 
but not limited to information about my identity, trips taken on the Uber platform, 
contact information, and information maintained by Uber relating to me. 


Pursuant to this consent | hereby request that Uber include the following specific 
information in its disclosure: 


In connection with this authority to release information, | do hereby agree to hold 
harmless and do forever hold harmless Uber for the disclosure of such 
information and do forever waive on my behalf, and on behalf of my heirs and 
assigns, any and all claims resulting from Uber’s disclosure of any information 
pursuant to this request. 


The following information associated with my Uber account should be used by 
Uber to verify my identity: 

Name: 

Email address: 

Phone number: 

License Plate Number: 


| am giving permission for the search freely, voluntarily and without any threat or 
promise having been made against me, my family or other any person. 


[Signature] 


[Date] 


UBER USER CONSENT FORM 


I, , the account holder 
of the Uber account associated with the login name, email, phone number, and 
credit card information listed below, acknowledge my right to refuse to grant 
authority to any individual or law enforcement officer to have access to the 
information contained in my account, and hereby grant my consent to authorize 
the following law firm/agency/entity 

, to receive, review, copy, and 
otherwise obtain access to all information held by Uber relating to my account, 
including, but not limited to information about my identity, trips, contact 
information, and information maintained by Uber relating to me. 


Pursuant to this consent | hereby request that Uber include the following specific 
information in its disclosure: 


In connection with this authority to release information, | do hereby agree to hold 
harmless and do forever hold harmless Uber for the disclosure of such 
information and do forever waive on my behalf, and on behalf of my heirs and 
assigns, any and all claims resulting from Uber’s disclosure of any information 
pursuant to this request. 


The following information associated with my Uber account should be used by 
Uber to verify my identity: 


Name: 

Email address: 

Phone number: 

Credit Card Information (first two and last four digits of account number and 
expiration date): 


| am giving permission for the search freely, voluntarily and without any threat or 
promise having been made against me, my family or any other person. 


[Signature] 


[Date] 


These items are not exhaustive but will give you an idea of what you can 
request for both riders and drivers. You can choose to utilize or omit any of 
the below as it relates to your investigation. 


Please ensure that your legal process is as specific as possible in what you are 
requesting (see below), and to the extent possible, narrow the dates, 
timeframes, and locations, so that the LE Response Team can quickly find the 
data you are searching for with regards to yout case. 


For rider: 

Data to consider requesting: trips tickets*, payment information — CC # (first six / 
last four — 1234 56XX XXX 1234 — full CC # can obtained through Braintree, Inc) 
and/or PayPal information, billing zip code, issuing bank (current and historical), 
profile picture (not obligatory for rider), contact information (telephone and email - to 
include historical email accounts and phone numbers), linked accounts (by payment 
profile and by device), account creation IP address, and all telephone device 
manufacturers with IMEI/IMSI** data (current and historical) associated to that 
account, and phone type. Lat/Long GPS*** 


For driver: 

Data to consider requesting: the identity of the driver (FName, LName, DOB, SSN, 
address), trip tickets, derogatory rider feedback, profile picture, banking information 
(current and historical), contact information (telephone and email - to include 
historical email accounts and phone numbers), driver's license (private and 
commercial), vehicle registration, insurance information, license plate numbers, 
account creation IP addtess, and all telephone devices manufacturer an IMEI/IMSI** 
data (current and historical) associated to that account. Lat/Long GPS*** Driver log 
on/off date, time, and location***. 


* Trip tickets include: pick up/drop off locations and times, cursory route overview 
(map without GPS lat/long), fare amount, first name of driver and photograph. 


** TMEI/IMSI when available 


***Lat/Long GPS data and communications between the rider and driver via the app 
require a Search Warrant, all other data can be provided with a subpoena 


